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Lo
The purpose of this policy is to ens ﬁ%ggf

L

That the council is not exposed %é;al and governance risks
That the reputation of the council s not adversely affected

That employees are provided with '%‘I 1
and the consequences of breaching th .

e

and,

socia f@gﬁﬁ@r%g applications is legitimately repr

> brand of dudley.gov.uk

Dudley Council social networking policy
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Social Networking Policy

1 Introduction

This policy covers the use of social networking applications by council
employees, elected members and by partners or other third parties (including
contractors) on behalf of the council. These groups are referred to collectively
as ‘council representatives’ for brevity. It relates not only to business use of
social networking applications but also use of such applications whilst in the
employee code of conduct See Interne: ceptable Usage Policy f for further
guidance

;é ‘(?%vlsh to request access to social
that @qu1re monitoring and viewing only.
quest access via the intranet form here

After readlng this policy you will nee ‘to
mat|on Risk @wner (JRO) will assess and consider your

Our use of social networkin

‘ _can have implications for us as
employees and in relation 104

afequard children, young people and
sialist issues relating to children and

s

vulnerable adults, which is why t ected:by local statutory Safeguarding
Boards. Expert guidance and advi d%ﬁ“%ﬂ;é%

provide ﬁ% appendix ‘Socia/
Networking & Safeguarding’, and shoﬁ‘- e apphed as%propnate

2 Policy
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2.1 Use of social networking applications which are not related to any counci
services (for example, contributing to a wiki provided by a professional
association) do not need to be approved by e-communications strategy
board. However, you are not allowed to use council equipment for any
personal social networking use. Council representatives must still
operate in the line with the requirements set out in section 2.3 and 2.4.

2.2 Where applications allow the posting of messages online, users must be
mindful that the right to freedom of expression attaches only to lawful
conduct. Dudley Council expects that users of social networking

applications will always exercggi‘ég% at right of freedom of expression with
due consideration for the righits thers and strictly in accordance with

2.3 Terms of use for council managed

2.3.1 Must not be use‘%@%pgb!ish any ccf%:%%‘*ﬁt which may result in actions for

defamation, discrimination, breaches of it data protection or
other claims for d%@%‘% This includes! ”éﬁ%ﬁted to material of
an illegal, sexual or 0 ':1;13 hature that may bring’the council into
disrepute. L N ”fizi’%gfff;%g! N

2.3.2 When using council set-up‘”?éf;ézggigi netwprks they MU fft?%ot be used for
party political purposes or spegific campajghin purﬁ%égg as the council
is not permitted to publish mata?%?% hich ¢ it appears to
affect public support for a politicaliparty’ (I bers code

2.3.6 ns that would put council representatives in

uncil codes ond uct or policies relating to elected

i

2.3.7 Must not breach s'employee improvement and disciplinary

procedure mﬁ%ﬁ; or grievance policies.

2.3.8 Must not breach the council’s information protection policy.

2.3.9 Must not place any child, young person or vuinerable adult at risk of
harm.
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5310  Must not target underage children. The minimum age for social
networking sites is usually 13 years.

2.3.11 Must not accept friendships from underage children.
2312  Where individuals form partner organisations are involved and are acting

on behalf of Dudley Council, they wili also bpiexpected to comply with
the relevant council policies. =

2313  Where individuals from partner orga
on behalf of Dudley Council, they &
the relevant council policies.

2.4 It is important to ensure that members of the pubhc én%;isjgother users of
online services know when a social networking apphca- ?l
for official council purposes. To assist with this, all coun
representatives gust adhere to the following requirements:

. N

241 They must only u%ée %@ ;Ddley gov.uk email addresses (or any othe %

council approved e %@ ﬂ%‘@gchamsm) for user account which will e

for official council purp:

242 Where there is a need foriaim

< eﬂﬁomai networking facility for
council services, staff shou

‘ fer %@Eéa%econd part of this document.

243 Coungcil representatives should'ide
appropriate on social networking ‘appli
nroviding additional information in use!

presentatives should ensure %%t any contribu l%sfgthey make
ional and uphold the reputat;oa the council.

ware that appllcatlons may be closed for a defined
tlonal electlons in order to comply with

e Risk and liability concerning personal data
o Risk and liability relating to copyright infringing content

» Risk and liability for content inaccessible to people with either a
physical or mental impairment
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« Risk and liability for defamatory and obscene content
s Risk to vulnerable groups

+ Risk to professional status of employees
i

iy

4 Enforcement of employee behaviour g%? ‘

%ﬁ%@g
if any user is found to have breached this poﬁ!gcy)g? i Vi nay be subject to
disciplinary action in line with Dudley Council's ¢ Z:h oves Jimprovement and

disciplinary procedure and may invoke safeguarding procedures. 1f a criminal
" offence is considered to have been committed further actionif y be taken to assist
in the prosecution of the offender(s). G

Any breach of the terms set out in the policy will resuit in the appti‘ " L,
offending content being regaoved in accordance with the Corporate Codeof

He
Conduct and the publishiri [ i ts of the responsible council representatives:

g ngh
suspended immediately. % ‘%‘i\é"’%g%

The e-communications team resi%f*f;;véke“é%‘t;?,’eﬁ é;gh’t {o require the closure of any ¢ &,
applications or removal of conten #&jSs w%councn representatives which may g .
adversely affect the reputation of the dounciiio byt it at risk of legal action.

20 !

g;zg‘ ’

5 Monitoring

All users should be aware that business int :
centrally. The monitoring of internet traffic wil

Can plan and manage its resources effective
Ensures that users act only in accordance wit
Ensures that standards are maintained ‘
Can prevent and detect any crime

Can investigate any unauthorised use

Monitoring will only be undertaken by staff specifically authorised for that purpose
in accordance with communications and operation management policy.

These arrangements will be applied to all users and may include checking for the
purpose of:.

« Establishing the existence of facts relevant to the business, client, supplier
and related matters

o Ascertaining or demonstrating standards which ought to be achieved by

those using the facilities

Preventing or detecting crime

Investigating or detecting unauthorised use of the council's facilities

Ensuring effective operation of council facilities

Determining if communications are relevant to the business

UNCLASSIFIED
Final — V1.4 : Page 7 of 20



Social Networking Policy

Where a manager suspects that the facilities are being abused by a user, they
should contact the ICTS Service Desk (ext 4922). Designated staff in ICT services
can investigate and provide evidence and audit trails of access to systems. ICT
Services will also comply with any legitimate requests from authorised bodies
under the Requtation of Investigatory Powers legislation for this information.

2; -}

6 Policy compliance

If any user is found to have breached this polie§l, they: 1y be subject to the
council's employee improvement and diSC;QJI 1

is considered to have been committed, fu )fg@ﬁ% xct taken to assist in the
prosecution of the offender(s) and if ’g{%& ’ﬁgfféac ‘g%professional

standing of the employee, safeguar g %jw

result in a referrai to your regulatory by

lis, policy or how it may

A,

lrity officer.

If you do not understand the implications ofth
seek advice from the principal information sec

7 Policy governance

i

The following ta ﬁjﬂ%identifies who within the council is %gntable, responsible, N
informed or gonsul dawith regards to this policy. The followin  definitions apply:

e
. %%L i,
{ementing the

%&%
ftpey

Responsik he personis

policy.

Accountable — the'per
policy 4

Consulted — the person()'ég
implementation or amendmen
Informed — the person(s) or groupsic d after policy implementation or
amendment h h

Responsible Assistant directoroffinance (ICT & business
transformation) "

Accountable Treasurer — Section 15770fficer

Consulted Assistant director ICT, head of marketing and

communications, principal information security officer,
strategy development manager, corporate web manager,
HR and Dudley Safeguarding Children Board

Informed Mempbers, all employees, all temporary staff, all contracts
etc.
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Review and revision

This policy will be reviewed as it is deemed appropriate, but no less frequently than
every 12 months.

Policy review will be undertaken by the head of marketing and communications.
8 References and related documentation

This policy refers to and should be read in conjunction with the following
documents:

Policy ) age Policy

Guidance z’i‘ Hing Children Board — Use of Sccial

Policy ‘ Policv Statement

Policy ‘employees

Policy nd disciplinary procedure

Guidance Dudley Safeguarding Childre Boaréﬁf“%gﬁaferWorkmg
Practice Guidance s é%%%
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Appendix 1 - risks

» Risk and liability concerning personal data e.g.
« Unintended release of personal data by the user
+ Inadequate privacy settings on the system
« Potential breach of the Data Protection rights of the data subject
« Not providing users the right to op-out from advertising and
marketing material
o Identify theft

¢ Risk and liability relating to copy%glght infringing content e.g.

e Copying, adapting and ci mmunlcatlng contents without
permission gfrf ’

s Adding, removing©

» inaccurate or misleading

« Difficulties identifying "
treatment of content

« Multiplicity of authors could
ownership

» Risk and liability for content inaccessible to ‘people with either a
physical or mental impairment e.g -

« Potential breach of obligations under the” [
disadvantage to disabled customers .

e Failure to meet duly to make “reasonable adjustment” if use
inaccessible Web 2.0 functions '

d liability for defamatory and obscene content e.g.
Blog contributors publishing defamatory materials could make
e council liable by association

e.g.
. could become victims of online grooming
. appr é‘ﬁ images on social networking sites
e Image :
e Cyberb
e Personal
e ldentificatio asinerablefat risk children

» Risk to professional status of employees
« A referral to regulatory bodies in relation to employees e.g. for
teachers General Teaching Council
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Appendix 2 — Promoting council business through web communication channels
1. Introduction and channel management

ThlS s_ectlon refers _io the commissioning of the following channels via the corporate

Any web pages or websites p
Collaboratlve spaces, such as Wikiped _”

‘Microblogging’ appllcatlons such as Tthter
Social networks, such as facebook i
Professional networks and sharing, such as Linkdin, Scrlb ’
Any online dlscussmn forums

e
et 0
The council’'s marketing an“‘ @(?;@: munications team, with support from corﬁ@:s

nsibill ';%of setting the standards and leading on

ICT, is tasked with the respo’n@}b I
use of e-communications. | é‘%%%

2 Issues
The guidance provided in this document

seciated with online communication. Riskieannaf be
duty of care to all of its service W

( ’&%t advice and evidence foc”,e§ on young people, it is
§ ty issues can potentially %ct all people who use

A

pvices, for examp é&

3 aff that may
accusations thr ;.J;gh social :

e FElected members%g o may be at risk of receiving abusive messages where
sensitive policy decisions af ussed online.

3 Editorial purpose
Discuss what you want to do first with your marcomms senior account manager or
the head of marketing and communications prior to filling in the business case pr-

forma. We will want to know, and this list is not limited to:

¢ \What is the editorial purpose?

UNCLASSIFIED
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« How does this fit it with your overall editorial and marketing straiegy and
objectives?

e Could you achieve the same effect or better on dudley.gov.uk?

« Does the site appeal to a key demographic not available via dudley.gov.uk?

s this the right way to engage with your audiences?

« Does anything similar already exist?

« Ifit does, would working with an existing presence be better for users and
for Dudley Council? y

¢ What commitments are you willing tom a 1e'si

e Do you have the resources you need ep it refreshed and relevant?

e For how long? o -

« How long the association between Dudle nd.the site/profile/page
will last? -

e What is your exit strategy? Neglected sites can damagethe,council’'s brand

and reputation. i,

e How will you measure success? Set a target and a review po @%fore you

launch {sé;% s N
W%% Yinications outweigh your overall investn%%%; r

« Will the benefits of camm

in time and ? e
in time and money? e %é?;% ' _
o Editorial ownership will b.éj%:a:sh‘sgq j§e_d with your marcomms senior accou
manager zgg% {“‘ﬁfﬁfﬁ%k
¢ The e-communication repre ‘?gégggﬁv S iominated by membership through the
e-communications strategy grouip,for eachidirectorate will have overall
T . ‘gé:é i V?% e )?;5;.
responsibility for keeping a recorgg@ any infor :,;;ai, non-contractual

pages/profiles/sites set up by their =ams on t"

‘party social networking
_ sites, and be registered on the appro ate %]

nd communications

Has your social media mangg ed and
appropriately trained in safegv%ging?
Has your business case considered the potential nisks and

en steps to mitigate any safeg iarding risks?

‘feflect the Dudley Council brand and the logo should
ce with th% dley Council brand guidelines.

4
rip—
CHEER

_ B, _
+ Anylogoss é%&‘igg where posst le, contain links back to the relevant page on
dudiey.gov.uk%g%%i cannot.be done technically, the link should be as close
as possible to theago

. . i %,
+ Any manifestations ot I
communications for the's ¢ service.

If you have a query about the correct use of Dudley Council's brands, ask
your marcomms senior account manager or the head of marketing and
communications.
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5 Enforcement of business use

Any breach of the terms set out below will result in the application or offending
content being removed in accordance with the published corporate complaints
procedure and the publishing rights of the responsible council offer being
suspended.

The marketing and communications team and Dudl
reserves the right to require the closure of any appl )
ely affect the reputation of

Ui

published by council representatives which may.ad
f{ ml 2,

the council or put it at risk of legal action and“cop
groups. .

‘i . .
Any actions, communications or content that cause damage %@% council by any
. . , . G,
of its employees or any third party’s reputation may amount {o m*is.ﬁ@egduct or gross
i

misconduct to which the council's employee improvement and discip! ?}i?;gw

i

procedure apply. “1;?@? .

The council will also co-operate fully with investigations where cases of on
abuse warrant involvement of externai enforcement agencies.

é@%
L - - .
i ﬁng@%;gust be followed when new online services are being

i,

it must alsﬁé@yb;fg&fetrospectwely addressed by any existing online

' utiany of the requirements outlined below, contact

ommunications for further advice. Misuse of
ous consequences — it is better to clarify

f ipformed of any proposals to
develop new social network servic%t will be preferred that, where
possible, proposals make usg o existineg%%?%’%gﬂifaciﬁties available to the
council that are relevant to thetaud P

1.1 Marketing and comm

1.2 Proposals must only be taken forwatdiwhere it has been agreed with the
relevant endorsement of the service assistant director and the head of
marketing and communications and a member of the Dudley
Safeguarding Children Board where the proposal has implications for
vulnerable groups. Proposals which are deemed to present
unreasonable levels of risk or duplicate existing facilities are unlikely to
be taken forward. In cases where this cannot be decided by the head of
marketing and communications and/or the relevant assistant director and
Dudley Safeguarding Children Board where applicable, the proposal will
be referred to the e-communications strategy board.
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1.3

1.4

1.5

1.6

1.7

1.8

1.9

Social Networking Policy

A risk assessment must be carried out to establish which features may
present risks and how they should be managed. The checklist provided
in the appendix should be used to carry out the risk assessment. The
marketing and communications team can also advise on carrying out risk
assessments of this type.

Named contacts for the following roles must be identified, documented
and kept up to date. The marketing and communications team must also
be provided with this information. Roles which must be addressed

include:

i

. . s
The responsibie asastant%g%eg%or

e The service or operatiogé ;f‘g‘?g%er who wili have day to day
responsibility 5@ e
Members of staff involved| S‘E%;Qe administration of the online service
+ Contacts in partner organisiﬁz%eg
in providing the online service:

.of Council sites
fﬁsf £

should be undertaken by members of the -Ea : 0| %anisa’tions with no

RS e target user
‘ ”d promoted o encourage users
onsibly. Guidance should mirror exis
%gnuardinq Children Board’s guidance “Jhi

x

handling, storage and d _
include ensuring that the'sglyice is providea,on servers with appropriate
security features whether it i‘ég%@sted witW'%ouncil or by a third
party. Managers must consuittfie tketing and
communications and the principaliriformation security officer and
corporate web manager regarding 53%% ity requirements.

Managers must ensure that content under the control of the council is
created and maintained according to the corporate branding guidelines
and content quality standards published in the marketing and
communications toolkit section of the intranet.

Managers must ensure that corporately agreed terms of use, data
protection and freedom of information statements are used or
incorporated into statements provided to users where appropriate to do
so. Consult the principal information security officer.

UNCLASSIFIED
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1.10 Ali council staff and elected members (whether directly involved in
delivery or as other users of the service) must abide by the internet
policy and must also act within the principles of the corporate employee
and member codes of conduct.

Specific notes on using social media sites
7 Working with third party sites

7.1 The responsibility for measures of protection and intervention lies first
with the social networking site ifself. We should never set out to
duplicate measures of pro%cntl %%gé intervention which the social
networking site already ta g ‘against illegal or against harmful and
offensive content, whether by uising its own staff or by working with the

community to alert them to brez

8 Blogs and microblogs
. - i o
8.1 For personal use of blogs and microbio ol ;@é%above. Also
discuss this with your marcomms senior ac anager

&%f%%’ﬁpear to accept that advertisements.

soial networking pages which are notUnt
j.banner ads) are not our responsibilityand,

Souncil content. But you should stay“igformed

Zouncil-

fould alert your marcomms senior account

clearlyiinappropriate advertisements, for

graph ":ﬁi@ear on the same pages.

%involaudley Cougcitwithdrawing the e-

annel Eﬁ%%?é% causind%a;g%;%n with its advertising

N

3,

10

10.1 | {yncil material or invite users to upload their
user generated yage on a social networking site, we should
make sure that we ‘of, and comfortable with the site’s own
terms and conditions;; 15 because by uploading our content, itis
likely that we are agreeing to be bound by its terms.

10.2 Often the major third party e-communications channels are American

wholly owned and hosted, and as such do not fall under UK data
protection laws. Our users therefore will consent to collection and
processing in the United States. They will consent to having their

UNCLASSIFIED
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personal data transferred to and processed in the United States. This
remains out of our control and jurisdiction.

Again always remember:

If you are in any doubt about any of the requirements outlined, contact
marketing and communications for further advice. Misuse of online
communications can have serious consequences — it is better fo clarify any

questions rather than make assumptions.

UNCLASSIFIED
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Appendix 3 - Safeguarding

Photographs and videos of children on websites and social networking sites
can be used to identify children and make them vulnerable to people who
wish to groom them for abuse. To counteract this risk, Dudley Safeguarding
Children Board use of images guidance must be considered before any
images are used:

ild * young person

Xt

If an image is used do not namet ﬁ%@ _
‘h?egai p;re?gtal responsibility to

Obtain written consent from adult Wi
use photographs

Images showing children and young people under the ag e &
not be used on the council social networking sites e.g. faceb ‘é@?
due to the potential for;

e ;zg?%%‘ i :si;%;

o tagging of chii réﬁni}g young people thus identifying them at a%% g;tlon

I Qg _ ;t for abusers to identify and locate the“s hon

cyber bullying and pers}’va

and threatening commerﬁs ;

For the above reasons and the pot 3a| to pos
inappropriate live incidents which occut G_Em
sers should be moderated prior to publigation

ges of bullying and other
ent subm:tted by

Ji _use of images permission form, see the
Board use of images guidance.

s Councll repre e
secure within the arg
hacking into the onli

e Council representatives should put on the social networking site
information about how to contact the council directly, including a
website address and contact telephone number. This aliows the user
to get in touch and verify that it is a council approved site.
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« The social networking site should be promoted on the official council
website. This will help users to find the social networking page and will
reduce the risk of people finding fake profiles.

« The social networking site should have the appropriate privacy levels
set. Consider the privacy and safety settings available across all
aspects of the services — for photos, blog&éfiﬁ ries and image galleries —
and set the appropriate level of prlvacyﬁlg[ is-about the target audience

and who you wish to see the content:.x%&z- ling to set appropriate privacy

levels could result in messages wh' > ;§famatory, libellous or
obscene appearing on your profi eéib ot %
remove them. This may resuli in s;gnlflcant 6 £

the reputat|on of the council and require the inte y

the service providers and possibly the police.

%rgtlon of the coungil,

mas% o

» Set the ‘accept comment’ setting so that messages ca
The ‘accept comment setting allows the social media mana’ﬁ er
approve or preg”‘-’;w @@erate a comment from another user, usualhy

friend’, before It ‘%%%%g on their web page/profile. Ensure tha‘t :!@;.t

check all messagesibi “E«a‘e they appear on your webpage / profile’so,
you can block any mg@gr@&ga@ﬁ\ messages and, if necessary, report
th' -g}?@,the service pr‘e%der lis may not be pOSSIble with all social

erwces

< gsf Eai
e}?chectl;ed.

@“‘"‘gyou cgﬁ&idxcontac’t the service prowder to

Due tothei mcre Si
should be aware o t*?
standlng In practlce%

even if you remove i, the changc

“web crawler” and will alwayg% here. Curre;z;e I
service users may see this. Keeﬁ:%‘ =1 ¢
from your private life.

1 een “snapshotted” by a
: f%%fure employers and
’ork compietely separate

The following, in addition to the above, Hs«safeguard staff from allegations
and protect employee’s privacy as well as s"afeguardlng vulnerable groups.

%W

Social networking sites such as facebook have a range of privacy settings
which are often set up to “expose” your details to anyone. When “open’
anyone can find you from a search of the social networking site or even from
a google search. Therefore, it is important to change your setting to “just
friends” so that you details, comments, photographs can only be seen by your
invited friends. However, always remember anyone who can access your site
can potentially copy and paste your content into the public domain and make
your images and comments visible to all.
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Manage your social media reputation by:

having a neutral picture of yourself as your profile image.

not posting embarrassing material or comments that may call into
question your employment status.

not accepting friendship requests unless you know the person or want
to accept them — be prepared that you may be bombarded with
friendship requests from people that you do not know.
Al
g?ﬁf e
i

ﬁg& g friends carefully and ask about their

not accepting friendship r tiests on social networking or messading
sites from students, pupils %@gﬁ% people (or their parents) or service
users that you work with, if it co”?iﬁi?b%e perceived as a potential risk.

For those working with young peo “é-g(emembel;ﬁthat ex pupils may still
have friends that you may have cont:

council.

Hfo gi;,] your work with the

0 ;«@ms

% networks.
i !"ommg a

networking groups® /s
(or their parents) or s&f
posts that you write will’ b

are fr|ems %th students, pupils, young people
e users h %%/xou work with, be aware that
i%z;:ble to them::

not using your personal profﬂ%z% n.any way for%ﬁlmal Dudley Council

sites / business. A

not stating that you are an employe of Dudley Council.

not using your personal contact details (email or telephone) as part of
your profile.

Tagging

You should be aware of the privacy settings on photo sharing websites.

If you or a friend are tagged in an online photo album (facebook, flickr) the
whole photo album may be visible to their friends, your friends and anyone
else tagged in the photo album.

7 Final
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You do not have to be friends with anyone to be tagged in their photo album,
if you are tagged in a photo you can remove the tag but not the photo.

Your friends may take and post photos that you may not be happy about. You
need to speak to them first to request that it is removed rather than contacting
the web provider. When over the age of 18 the website will only look into
issues that contravene their terms and conditions.

Friends, fans and followers of council sites

You may wish to make “friends” on ,a" d party web page. But remember that
approving a “friend” may make o /}heﬁ"*’* ts of a site think they are more
frustworthy. Check all friends ca;ej_%{é efore you approve them. Look at their
profiles first. If you have any do s__ ggbout whether you should approve a
friend, discuss it with your line mana e

’}é*ﬁﬁa
if you want to update your list of "fnends %ifc

Gl

they are happy to receive it. Only use the i

%pn the same site or

: ﬁ §§ﬂg¢

a company or a

Tember this is likely to
: 1 saz: fat the Dudley Council is endorsm Kg‘tﬁe organlsatlon

Once ted som\% group “friends” have been known to@:clagnge from an

mnocu% oup |nto po gnﬁor gambling spammers group, so”f;e‘( arly review

en for council sites and do not accept frreéﬁdsmp
éﬁ« . The minimum age for social networking

Do not target undetag
requests from underzg%ige
sites is usually 13 yea
- “‘;_L;Inerable adults in your council
operations, then you must read the safequ 1 mg&board guidelines.
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